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What is « dual use » research?
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• What is "Dual use research"?

• What are gain of function (GOF)?

• What are the risks and possible consequences?

• How to prevent them?

• Examples?



Biosafety & Biosecurity

Biosafety:

Principles, technologies, and practices implemented to prevent inadvertent exposure, 
or release, of biological agents (WHO).

All measures and practices to protect people and the environment from the 
consequences of infection, poisoning, or the spread of microorganisms or toxins.

Biosecurity:

Principles, technologies, and practices implemented for the protection, control, and 
responsibility of biological material and/or the equipment, skills, and data related to 
their handling.

Biosecurity aims to prevent unauthorized access, loss, theft, misuse, diversion, or 
dissemination (WHO). Diversion or misuse of all or part of micro-organisms or toxins 
with the aim of causing illness or death of human beings (Article R.5139-19 of the 
French Public Health Code).
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Biosafety & Biosecurity
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Biosafety: To keep bad bugs from People!

Biosecurity : To keep bad people from bugs!



Why Biosecurity?
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1. Respect of international conventions and agreement.

2. Countering the proliferation of biological weapons.

3. Prevent the risks or threats of "bioterrorism".

4. To preserve our country's fundamental economic interests 
and defense capabilities.

➢ These obligations derive from:

❖ The Biological Weapons Convention (BWC): 183/197 States
have ratified or acceded to the Convention.

❖ Chemical Weapons Convention (CWC)

https://en.wikipedia.org/wiki/Chemical_Weapons_Convention
https://en.wikipedia.org/wiki/Biological_Weapons_Convention

https://en.wikipedia.org/wiki/Chemical_Weapons_Convention
https://en.wikipedia.org/wiki/Biological_Weapons_Convention


Why is Biosecurity necessary?
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• Biopreparat
• Project coast
• Unit 731
• etc.

1984 Rajneeshee – The Dalles

Aum Shinrikyō 

Bioweapons Bioterror Propaganda



How to implement Biosecurity?

MediLabSecure Global Meeting

❖ Regulation and good laboratory practices:

Confinement, access restriction, traceability….

❖ Control of exchanges for Dual-use goods and technologies:

➢ Physical assets (pathogens, laboratory equipment, …)

➢ Intangible goods (knowledge, know-how, methods and processes….).

❖ Remark: following national and international regulation!



Dual Use Research
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➢ Research that can benefit both the civil and the military sectors.

-Biology and health

-Aerospatiale

-Information and communication

-Etc.



Dual Use Research of Concern (DURC)

“Research that [is intended to provide a clear benefit, but] based on current

understanding, can be reasonably anticipated to provide knowledge, products, or

technologies that could be directly misapplied by others to pose a threat to public health

and safety, agricultural crops and other plants, animals, the environment, or materiel or

national security.” 

NSABB 2007 (National Science Advisory Board for Biosecurity (NSABB))

http://www.bu.edu/orc/ini.a.ves/durc/, http://osp.od.nih.gov/officebiotechnology-ac.vi.es/biosecurity/dual-use-research-concern , http://www.phe.gov/s3/dualuse/Documents/durc-

companion-guide.pdf (A Companion Guide to the United States Government Policies for Oversight of Life Sciences Dual Use Research of Concern Prepared by the National 

Institutes of Health on behalf of the United States Government, SEPTEMBER 2014)

Research whose "misuse" or "accidental leak" could pose an unacceptable threat.

➢ unacceptable in terms of consequences for Public Health or the environment

➢ ethically unacceptable, and therefore scientifically unjustifiable

http://osp.od.nih.gov/officebiotechnology-ac.vi.es/biosecurity/dual-use-research-concern
http://www.phe.gov/s3/dualuse/Documents/durc-companion-guide.pdf
http://www.phe.gov/s3/dualuse/Documents/durc-companion-guide.pdf


Few example
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“we used reverse genetics to generate an influenza

virus bearing all eight gene segments of the

pandemic virus to study the properties associated

with its extraordinary virulence.”

2005: Recreating the 1918 Spanish Flu H1N1 

Scientific justification:
➢ To understand why and how the H1N1 virus was

so deadly.
➢ To be better prepared to prevent a future

pandemic.

Possible misuse:
➢ Availability of a deadly pathogen
➢ Blueprint to create a deadly pathogen



Few example
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“Ten large fragments of DNA were synthesized

based on the HPXV sequence, […] and were

recombined into a live synthetic chimeric HPXV.

[…] We believe this is the first complete synthesis

of a poxvirus using synthetic biology approaches.”

2018: Recreating the Horsepox virus

Scientific justification:

➢ To find a technical way to develop vaccines

against smallpox.

Possible misuse:

➢ Blueprint to create a deadly pathogen for 

100,000$



Loss of Function and Gain of Function
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Loss-of-function: to genetically alters an organism in a way that may reduce partially or

completely the biological functions of gene products, usually inducing a reduced

pathogenesis, transmissibility, etc. of a pathogen.

Gain-of-function: to genetically alters an organism in a way that may enhance the

biological functions of gene products inducing a increased pathogenesis, transmissibility,

etc. of a pathogen.

This research is intended to reveal targets to better predict emerging infectious

diseases and to develop vaccines and therapeutics.



Few example
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“we genetically modified A/H5N1 virus by site-

directed mutagenesis and subsequent serial

passage in ferrets. The genetically modified

A/H5N1 virus acquired mutations during passage

in ferrets, ultimately becoming airborne

transmissible in ferrets.”

2012: Aerosolization of H5N1

Scientific justification:

➢ To understand the mechanisms of

aerosolization and mammals-to-mammals

transmission.

➢ To better survey the emergence of

transmissible H5N1 viruses in humans.

Possible misuse:

➢ Blueprint to create/weaponize a deadly

pathogen.



New risks
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Technological Convergences:

➢ Nanotechnologies, biotechnologies, Whole genome sequencing, 
informatics, AI,…

Synthetic Biology: 

➢ CrispR cas9; nucleic ac. biosynthesis,…

« Do it Yourself » science

Open science: 

➢ # of genomes available, processes & methods freely available,…



New risks
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“We report the design, synthesis, and assembly of

the 1.08–mega–base pair Mycoplasma mycoides

genome starting from digitized genome sequence

information […] to create new M. mycoides cells

that are controlled only by the synthetic

chromosome. […] The new cells have expected

phenotypic properties and are capable of

continuous self-replication..”

2018: Creation of Synthetic Life

Scientific justification:

➢ Technological challenge.

➢ The origin of life

Possible misuse:

➢ Limitless synthetic possibilities



How to avoid/mitigate DURC ?
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Benefit

Scientific legitimacy

Ethic

Risk of misuse

Gravity of misuse

Accessibility and 
easiness 

Personal and collegial



QUESTIONNAIRE: Research
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QUESTIONS YES NO Unsure

Could the project/the task(s) result in increasing the pathogenicity or virulence of an infectious agent or the toxicity of
a toxin?

Could the project generate an agent able to lower immunity to or reduce the efficacy of immunisation against an
infectious agent or toxin on a long-term basis or even permanently?

Does(Do) the project/the task(s) confer resistance on a biological agent or toxin (or toxic agent) to any of the
prevention or treatment methods used against the agent?

Could the project/the task(s) result in making it easier for biological agents or toxins (or toxic agents) to avoid
detection by biological diagnosis methods or detection methods?

Could the project/the task(s) result in increasing the environmental stability, carriage, contagiousness or spread of a
biological agent or toxin (or toxic agent)?

Could the project generate an agent able to reduce the sensitivity or resistance of a host or population to an
infectious agent or toxin on a long-term basis or even permanently?

Could the project/ the task(s) result in a long-term or permanent change in the tissue and/or cellular target or
tropism of an infectious agent, toxin or toxic agent, thus heightening its pathological properties or giving it new ones?

Could the project result in generating a biological agent that would accelerate a disease or degenerative process?

Could the project result in the creation of a new infectious agent with unknown properties or a previously eradicated 
or extinct infectious agent, or in the synthesis of a new toxin?



QUESTIONNAIRE: Research
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QUESTIONS YES NO

Is there a knowledge or application driver which justifies the project from the scientific, clinical or 

therapeutic point of view? (you must state your reasoning)?

Reasons: …………………………………………………………………………………………………………………

……………………………………………………………………………………..………………………………………

……………………………………………………………………………………………………………………..

Has a risk assessment been performed on the project in accordance with the WHO ‘Biorisk management: 

Laboratory biosecurity guidance’? 

http://www.who.int/csr/resources/publications/biosafety/WHO_CDS_EPR_2006_6.pdf

If so, please give details (when, findings, etc.) 

………………………………………………………………………………………………………………………………

………………………………………………………………………………………………………………………………

……………………………………………………………………………………………………………………………

If “Yes”:

http://www.who.int/csr/resources/publications/biosafety/WHO_CDS_EPR_2006_6.pdf


QUESTIONNAIRE: Publication
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QUESTIONS YES NO

Did you discuss the potential dual use of the content of the paper before publication?

If YES, what were the key points of your discussion:

− The material of concern?

− The potential dual use of the information (presentation and objective of research, material and 

methods, results, discussion of results)?

− The need to include contextual information justifying the publication (significance of the research

findings, usefulness of the information of technology to the scientific community…)?

− The need to introduce modifications (e.g. de-coupling the material of concern from some or all of the 

potentially useful scientific information)?

− The timing/process of publication: do you consider that your publication could be improved on the 

question of potential dual use concern by recommendations from the DULG and/or the Ethics Board?

− The access to be given to the content of the publication, in order to decide if : 

− there was or not specific limit to distribution?

− access must be limited or not on a “need-to-know” basis?

− Other issues : 

…………………………………………………………………………………………………………………………

If NO, please explain the reason(s) why you considered that the question related to “potential dual use” was 

not applicable to the content of your publication or needed to be discussed?

………………………………………………………………………………………………………………………………



You are the Dual-Use committee:
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➢ Synthesis of a full-length poliovirus complementary

DNA (cDNA) by combining overlapping segments of

400 to 600 base pairs (bp).

➢ cDNA was transcribed by RNA polymerase into viral

RNA using cell extracts.

➢ Transfer into cells resulted in replication and de novo

synthesis of infectious poliovirus.

➢ Cell culture and sensitive mice experiment

demonstrated the virulence of the newly created virus.

Scientific justification:
➢ Demonstration of the possibility to synthesize an

infectious agent by in vitro chemical-biochemical

means solely by following instructions from a written

sequence.
Possible misuse:
➢ Availability of a deadly pathogen
➢ Blueprint to create a deadly pathogen

2002:



You are the Dual-Use committee:
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➢ Genetic comparison between resistant and sensitive

mouse to mousepox -> mediated by NK cell and

cytotoxic T-lymphocyte (CTL)

➢ Interleukin 4 (Il-4) mitigate the inflammation.

➢ Engineering of Il-4 expressing Mousepox virus.

➢ Il-4 expressing Mousepox counterpass the natural

resistance of mice

➢ Enhance virulence and mortality of the virus.

Scientific justification:
➢ To understand the mechanisms of resistance against

a poxvirus.

➢ To better fight fatal infection with medical

countermesure.

Possible misuse:
➢ Engineering of a deadly pathogen
➢ Blueprint to create an enhanced deadly pathogen

2001:



You are the Dual-Use committee:
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➢ Prospective mapping of all AA site on the

Spike protein involved in:

- Recognized by therapeutic Antibodies

- patients with persistent infection

- Important for immune escape

Scientific justification:

➢ To understand the mechanisms of

immune escape.

➢ To anticipate emergence of variant.

➢ To adapt the countermeasure by

anticipation.

Possible misuse:

➢ Mapping for enhanced viruses

2021:



You are the Dual-Use committee:
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➢ describe the technical details of how to

engineer recombinant SARS-CoV-2.

Scientific justification:

➢ studying viruses and identifying

countermeasures:

- live-attenuated vaccine, facilitate sero-

diagnosis, vaccine evaluation, and

antiviral screening.

➢ Accelerate research on SARS-CoV-2.

Possible misuse:

➢ Blueprint to create any variant for 

SARS-CoV-2 and other viruses.

2021:



You are the Dual-Use committee:
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➢ Mathematic model to create and

analyse a bioterror attack of large scale

on food-chain supply:

- What to attack

- Where to attack

- What amount and concentration of

toxin is necessary

- Evaluation of casualties

Scientific justification:

➢ Studying weaknesses of the system.

➢ Anticipate risks and consequences.

➢ Prevent an attack with surveillance.

Possible misuse:

➢ Thanks, it’s a good idea!



You are the Dual-Use committee:
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➢ Do you have an example of potential Dual-use research ?
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